Information Technology Laboratory

National Software Reference Library

Core hashset — 75M SHAs, MD5s

Shrinkwrapped & downloaded products

Includes "malware”
Includes application type designation

$2,500/month to acquire “popular’ apps
We take requests

www.nsrl.nist.gov nsri@nist.gov
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National Software Reference Library

Other Hashes/Algorithms

SHA256, SHA512, ssdeep

Block hashes: 512/4KiB/8KiB SHA/MD5
Unix “magic” signatures

Archive file content relationships

www.nsrl.nist.gov nsri@nist.gov
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National Software Reference Library

14,000 original media images on SAN
18,000,000 original distro files on SAN

Researchers may run code at NIST
against the collection

Preparing to offer VMs for executing
objects

www.nsrl.nist.gov nsri@nist.gov
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National Software Reference Library

Revisiting Windows Registry Dataset
Linking apps to Nat'l Vulnerability Database
Smartphone app hashes

Possible support for memory forensics

Smart unpacking of archive files

www.nsrl.nist.gov nsri@nist.gov
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Questions?
Suggestions?

Donations?

www.nsrl.nist.gov nsri@nist.gov
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